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Dynamics BC RPA User Guide
Document Overview

The Robotic Payments Automation (RPA) system improves payment processing efficiency by
managing payments that are created in Dynamics 365 Business Central (BC) using payment journals.
Actual bank payment transactions take place within the system itself unless a vendor is specifically
excluded from the process. BC is the initiator, sending payment information to the RPA, which then
manages the transfer of the information to the payment provider, who will process the payments to
the vendors. A Return on Investment (ROI) analysis will need to be created to determine if it is cost-
effective to activate the RPA system.

This guide covers the aspects of the payment process, how to monitor payment statuses, and the
actions taken if payments are rejected or voided. Document# 110001 (Dynamics BC RPA Application
Installation) addresses the installation of the application.

This procedure is created with the understanding that the operator is familiar with navigating the
Dynamics BC application, user email is configured and they have super user privileges.

Vendor Validations of Address, TIN, and OFAC are conducted on each vendor. OFAC validation is
performed for every vendor payment processed. Users can perform vendor validations manually from
the Vendor Card if necessary. Options in the system allow for automatic verification of these
validations.

Payment Information

e Initiation: Users create RPA payments in Business Central (BC) using payment journals.
Before processing RPA payments, the system automatically verifies the vendor’s OFAC status.
Payments for vendors on the OFAC list cannot be completed unless processed by overriding
the OFAC validation (Vendor card setting) or by processing using traditional methods.

e Processing: Newly made payments are sent from Business Central (BC) to the RPA system for
automated handling. The RPA passes the information to the payment provider. Provider
payment status information is passed back to the RPA which is passed to the ERP using job
gueue. Status updates are one of the following: Pending, Accepted, Completed, Voided, or
Rejected.

e Status Updates: Creating Job Queues in BC that request status updates from the RPA system,
will support near real-time visibility of payment progress and vendors within BC.

e Posting: Once a payment achieves the status of Completed, it is posted using standard
Business Central (BC) posting functionality. Payments with a status other than Completed will
continue to show in the respective journal. Transactions that obtain a status of Rejected or
Voided are relocated to the journals defined by the RPA Setup automatically.
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Monitoring Payment Status
e Journals: The system allows for the creation of dedicated journals for tracking all payments

processed via RPA.

e Status Requests: Users can manually or automatically (Job Queue) request updated status of
any payments in a journal. This is especially helpful if a payment status is delayed or postponed
for any reason.

Handling Rejected or Voided Payments

e Status Response: If the RPA system reports a payment as Rejected or Voided, the associated
payment line is automatically moved to the corresponding journal.

e Journal line Removal: Payment lines are moved to specific journals designated in the RPA
Setup > Journal Settings section.

e Further Action: Designated journals are reviewed by authorized users for manual processing
of Rejected or Voided payments.

Payment History and Auditing

e Audit Logging: Every action and status change of RPA system transactions is recorded in
special audit journals/tables (RPA Log or RPA Payment Status) depending on the type of
transaction.

o Traceability: Audit journals/tables (RPA Log or RPA Payment Status) provide a full history of
payment activity, ensuring clear tracking and compliance throughout the payment lifecycle.

ROI Analysis Overview

To determine whether it makes financial and strategic feasibility to activate the RPA system, a business
should conduct a Return on Investment (ROI) analysis. This analysis involves evaluating whether the
efficiency improvements, cost savings, and reduction in processing errors offered by the RPA system
outweigh the expenses required for setup, integration, and ongoing operation.

The ROI Analysis will be performed before activating or using the RPA functionality and disabled once
the connection information is present. Once RPA is in use, the ROl Analysis report option becomes
disabled.

Prior to generating and sending the report, the current data needs to be reviewed to ensure that
Document Type and Payment Type fields are properly populated.
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Document Type

The ROI Analysis is based on existing Vendor Journal Transactions and specifically collects all
transactions where the Document Type is set to Payment or Invoice and ensures that all Payment
Method types used have been assigned correctly, It is important to verify the data in these fields is
correct before running the ROI report.

Note: A transaction where the Document Type field is empty will be excluded from the ROI report.

To resolve this issue, a data correction code unit or processing only report should be developed to
identify and update such transactions. Escalate this requirement to your internal IT department or your
system integrator's support team for implementation. This ensures that the ROl Analysis accurately
reflects payment-related transactions within the vendor journal transactions and excludes unrelated

entries.
‘ External
Document Document Document
Posting Date Date Type T ~ Document No. Mo, Vendor No. W
= 1/1/2025 1/1/2025 Payment 108007 107007 10000
1/1/2025 1/1/2025 Payment 108011 107011 10000
Payment Type

Before generating the report, ensure all Payment Types used in payment transactions have been
assigned correctly e.g.: BANK, CCARD, CASH, and CHECK. This step is essential because the report will
group your data based on Payment Type. Any Payment Type used in a transaction that does not have
a specified type will cause the data to not be grouped accurately.

Check the payment transactions before proceeding to ensure the Payment Type fields are populated

to insure accurate reporting.

Navigate to the Payment Methods screen for a listing of the Payment Type options.

Payment Methods " Saved 0 =z /
&~ /O f'f’; + New  BR Edit List m[ Delete @5 Translation Automate Fewer options = Y =
Bal. Account Direct Direct Debit Pmt. Pmt. Export Line ‘

Code t Description Type Bal Account No.  Debit  Terms Code Definition Payment Type

—  ACCOUNT Payment on account G/L Account O CASH v
BANK Bank Transfer G/L Account O EFT
BNKCOMNVD... Bank Data Conversion for Domesti... G/L Account O CCARD
BNKCOMVINT Bank Data Conversion for Internati... G/L Account ]
CARD Card payment G/L Account O CHECK
CASH Cash payment GfL Account 18100 O CASH

109953 Rev C




Dynamics BC RPA User Guide
End-User Software License Agreement (EULA)

During the initial launch of the RPA Setup screen, users must review and accept the End-User Software
License Agreement (EULA). This agreement must be accepted to create the ROl report.

s X

ENO-USER SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS END-USER SOFTWARE LICENSE AGREEMENT (the "Agreement”)
CAREFULLY. THIS AGREEMENT 1S A LEGAL AGREEMENT BETWEEN YOU (EITHER AS
AN INDIVIDUAL OR ON BEHALF OF AN ENTITY) ("LICENSEE" OR “YOU') AND SC
HOLDINGS 001 LLC (D/B/A SOURCE TECHNOLOGIES) ("ST). A DELAWARE UMITED
LASILUITY COMPANY. LOCATED AT 11401A GRANITE STREET, CHARLOTTE NORTH
CAROUNA 28273, YOU MUST REVIEW AND EITHER ACCEPT OR REJECT THE TERMS
OF THIS AGREEMENT BEFORE ACCESSING OR USING THE SOFTWARE.

BY CUCKING THE 1 ACCEPT™ BUTTON. INSTALUING. ACCESSING OR OTHERWISE
USING THE SOFTWARE. YOU ACKNOWLEDGE THAT YOU HAVE READ ALL OF THE
TERMS AND CONDITIONS OF THIS AGREEMENT, UNDERSTAND THEM. AND AGREE

TO BE LEGALLY BOUND BY THEM. THIS AGREEMENT IS ENFORCEABLE AGAINST

YOU AND ANY LEGAL ENTITY THAT OSTAINED THE SOFTWARE AND ON WHOSE v

| accept @ )

KN -

After reviewing the document, move the | Accept switch and select the OK button to accept the EULA.
The EULA Accepted User (operator ID) and EULA Accepted Timestamp (current date and time) fields
are now populated in the EULA section of the RPA Setup.

RPA Set
Setup 3

& ROl Analysis... # Test Connection %2 Register Vendors to RPA g Update RPA Vendors' Statuses ] RPA Log & View EULA ‘ Automate Fewer options

ROI Analysis Status ROI Analysis TimeStamp

EULA

EULA Accepted User Anders EULA Accepted TimeStamp 8/4/2026 12:31 PM

Note: The license agreement will not pop up after the EULA is accepted. The agreement can be
reviewed by clicking on the View EULA option at the top of the page.

Reference document# 109951 (Return on Investment (ROI) Vendor Information Gathering Procedure)
for information on creating the ROI report.
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RPA Setup

RPA System Connection

To connect with the RPA system, make sure that the customer (Company in BC) has been registered
with Source Technologies. After registration, the customer will receive an email to download (secure
location) document# 109978 containing the Client ID, Client Secret, Base URL and Vendor Validation
information. The data contained in the document must be entered in the RPA System Connection and
Vendor Validation section fields. Reference document# 109952 (RPA Setup Guide).

Only users who have appropriate access (Super) can create a connection to the RPA system. To
establish this connection, navigate to the RPA Setup screen and use the RPA Setup Information
provided to populate the RPA System Connection section with the Base URL, Client ID, Client Secret.
Select the Test Connection to validate the connection to the RPA. Navigate to the Vendor Validation
section and populate the Vendor Validation URL, and Vendor Validation Key. Activate the Enable
Outsourced Payments by switching on the toggle located in the Vendor Validation section. After
toggling the switch, both the Enable TIN matching and Enable OFAC toggles are automatically set to
Yes. See Appendix A: Vendor Validation.

_-E"r;‘} ROI Analysis... £ Register Vendors to RPA 'i‘_"g Update RPA Vendors' Statuses ] RPA Log B,V'lew EULA More options
ROI Analysis
ROI Analysis Status Sent - Email ROI Analysis TimeStamp 8/18/2026 2:34 PM

Vendor Validation

Vendor Validation URL |Mtps;ffvendl:lnraldev.azurewebsi‘les.netfapifval| Enable Tax ID Matching o

Vendor Validation Key | ---------- | Enable OFAC Checking e

Enable RPA Payments Q

RPA System Connection ‘ Show more
Base URL | https://paydev.sourcetech.com | Client Secret | ---------- ‘
Client ID |qugRRCoququTrboSNT?bCGhEY | RPA Log Retention Period |6M ‘

The RPA log length is set on this screen. Using the information below, select how long the RPA log will
retain entries. Example: 6M = 6 Months of log entries.

Meaning Letter
Day(s)
Week(s)
Month(s)
Quarter(s)
Year(s)

<|o|Z2|=|0
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Select the Test Connection button at the top of the screen. The following popup screens will appear.

This action will test the connection to the RPA System using the
provided Client ID, Client Secret, and Base URL Do you want to
proceed?

Yes ‘ No ‘

Select“Yes,”to answer the question. The following screen will appear.

RPA Connection Successful.
Do you want to upload all unregistered Vendors to the RPA
System?

‘ Yes ‘ No

Answer “Yes” to the above question. This will initiate the vendor information transfer to the RPA. When
complete a message showing vendors uploaded will appear. Click OK.

@ Vendor upload completed.

Success: XX

Failures: XX
QK

Total processed: XX

*X being the number of vendars

If any other screens appear, contact Source Technologies to validate the RPA System Connection
information. See Contact Information.
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Button Operation

& ROI A nalysis... # Test Connection | L2 Register Vendors to RPA ] Update RPA Vendors' Statuses  £] RPA Log [& wiew EULA ‘ Actions ~  Automate

Register Vendors to RPA: This option will upload all nonregistered vendors to the RPA, allowing for
payment processing to the vendors.

Update RPA Vendor Statuses: This action will check and update the vendor RPA Status for all enrolled
vendors with the latest information from the RPA.

RPA Log: A file with all the RPA related transactions, which includes successful and error transactions.
Data review can be filtered and/or analysis mode selected to define data selections. The log
information can also be exported to excel.

View EULA: Selecting this option opens the End User Software License Agreement for review.

Reproduction of the ROI

If there is a requirement to resend or create a new ROI Analysis Report. There are two options
available for creating the report. Navigate to Actions, the ROI Analysis for the options.

e ROI Analysis Manual Sending: This option allows for emailing an existing ROl report. That was
downloaded earlier.

e Reset ROI Analysis Data: This option will clear the existing ROI data settings and allow for a
new report to be created.

Bg ROI Analysis... # Test Connection L} Register Vendors to RPA @g Update RPA Vendors' Statuses £ RPA Log B, View EULA ‘ Actions ~  Automate
ROI Analysis $ 8 RO Analysis > [ ROI Analysis Manual Send...
Other > % Reset ROI Analysis Data
ROI Analysis Status Sent - Email ROI Analysis TimeStamp YTS/2U26 TITT PV
Other >
|

Document# 110076 (Reproduction of the ROI Guide) details the steps to perform the operation.
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Vendors

To send vendor payments to RPA, each vendor must first be created and registered in the RPA system.
Before sending the vendor information to the RPA, the Address, TIN, and OFAC information need to be
validated. The BC system will check the vendor OFAC status every time a payment is initiated. The
compliance check is managed with dedicated functions; no manual action is required from the user. If
a vendor is found to be on the OFAC list, payment is automatically blocked.

Note: A vendor OFAC validation can be overridden using a switch setting on the vendor card, allowing
the payment to be processed. The OFAC check is still performed and logged with the switch active.

Vendor Validation

To perform bulk vendor validation updates, navigate to the Vendor Validation screen. The below
option buttons validate the same information as the Check Address, Check TIN, and Check OFAC
options found on the vendor card; except they perform the specific validation for all vendors in the
system. See Appendix A: Vendor Validation for additional information about validations.

The Run OFAC Entries Report option, when selected will generate a report of all system vendors
found on the OFAC list and any payments submitted to those vendors. See OFAC Reporting for
detailed information about the OFAC report.

Vendor Validation

Validate All
Vendor Addresses

Complete OFAC
Check for All

Vendors

Run OFAC Entries
Report
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Vendor Card

Navigate to the Vendor Card > RPA (Reference the screen below).

Each vendor has several settings to reflect their status in BC, representing their payment eligibility:

Disable Outsourced Payments: Use this setting if you need to exclude payment to a vendor
in the RPA system. Toggle the switch to the right (Yes) to prevent outsourced payments for the
vendor.

TIN Match Validation Code: The verified Federal ID No. is in the Payments section of the
vendor card. The status displayed in this field cannot be edited.

Address Validation Status: This field provides confirmation that the address listed in the
Address and Contact section for the vendor is valid or needs updating.

Vendor on OFAC list, OFAC Last Check Date: To remain eligible for payments via the RPA
system, this switch must be set to the left (No). The Last Check Date field cannot be left blank.
Neither field can be edited. The date will update every time a payment is submitted, unless the
vendor has been disabled for outsourced payments.

Override OFAC Status: When active (switch to the right) will allow RPA payment processing for
a vendor found on the OFAC list.

Local Remittance: Having this switch set to right (Yes), allows payment Email notification using
the BC system (Provided email is configured). Having the switch set to the left (No) means the
email correspondence is sent via the payment provider. The remittance email address is in the
Address & Contact section.

Ready for Payments: This switch setting reflects the vendor status in the RPA system. Provided
the switch setting is to the right (Yes) the vendor is eligible to process payments.

Vendor RPA Status: Displays the latest status information for the vendor in the RPA system.
Last RPA Error Message: Displayed is the last message from the RPA system. See RPA Log for
more information if there is a message displayed.

Home  Request Approval New Document Vendor  Prices & Discounts Report  RPA Actions | Actions ~  Related ~~  Reports ~~  Automate -~  Fewer options

= Contact a3 Merge With... %1 Apply Template E1 Send Email Z@': Pay Vendor

RPA

Disable RPA Payments @ OFAC Last Check Date 8/19/2026 10:42 AM
TIN Match Validation Code Local Remittance Q

Address Validation Status Correct Address Ready For Payments Q

Vendor on OFAC List '.: ) Vendor RPA Status Ready

Override OFAC Status @ Last RPA Error Message

10
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Payment Methods

Navigate to the Payment Methods screen and place a check box to the right for each payment type
that will be processed using the RPA process. The Bal Account No. and RPA Payment Method cannot
both be populated, an error will appear if both are populated, select one or the other.

Payment Methods Not saved N =
&H~ O @ + New BREditlist [i Delete % Translation More options [ T—
° The page has an error. Refresh (£5) to undo the change, or correct the error,

Pmt.
Bal. Direct Debit Export RPA
Bal. Account Account Direct Pmt. Terms Line Payment
Code t Description Type No. Debit Code Definition Method
ACCOUNT Payment on account G/L Account O (]}
BANK Bank Transfer G/L Account O
BMKCONWYDOM Bank Data Conversion for Domestic Banks G/L Account O O
BMKCONVINT Bank Data Conversion for International B... G/L Account 18100 O O
CARD Card payment G/L Account O
CASH Cash payment G/L Account O (]
© CHECK i Check payment G/LAccount @) 1820 O
GIRO Giro transfer G/L Account RPA Payment Method must be equal to (]
INTERCOM Intercompany payment G/L Account :‘llﬁlr;:tp\?;::?: ,I:::;‘,_hOd: Codesc el ]
MULTIPLE Multiple payment metheds G/L Account O @ ]
PAYPAL PayPal payment G/L Account = ]
RPA RPA Payments G/L Account O

Payment types with the Bal Account No. populated will be processed by normal operations.

Payment types with the RPA Payment Method box checked will be processed using the RPA process.

Vendor RPA Actions

Navigate to a Vendor Card.

Under the RPA Actions option, there are manual checks for managing all vendor validations, refreshing
the vendor status, and log entries. On this page, authorized users can perform several important
processes:

e Check Address: Selecting this option will validate the address listed in the Address and Contact
section, to the information found using the Smarty web service.

e CheckTIN: Selecting this option will connect with the IRS TIN matching service to verify that a
vendor's Tax ldentification number and business name combination matches the IRS
information.

e Check OFAC: Selecting this option will check whether a vendor, its contacts, and its locations
match any entry on the Specially Designated Nationals (SDN) List, maintained by the U.S.
Treasury Department’s Office of Foreign Assets Control.

11
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e Upload Vendor to RPA System: Selecting this option will load a vendors’ information to the
RPA system. If this option is grayed out, the vendor has already been uploaded to the RPA.

e Check RPA Vendor Status: Selecting this option will update the BC status with the vendor
information from the RPA system.

e RPA Log: Selecting this option will display all the RPA related transactions for the current

vendor.
Home  Request Approval New Document Vendor Prices & Discounts  Report  RPA Actions | Actions ~  Related ~~  Reports ~
Check OFAC Check TIN Check Address A Upload Vendor to RPA System % Check RPA Vendor Status [5 RPA Log

Note: Field layout may appear different based on system settings.

RPA Payment Status

The RPA Payment Status page shows the most recent state of payments, as recorded in the RPA
system. An automated job queue (Reference Job Queue) is responsible for regularly retrieving
payment status from the RPA system. However, if immediate updates are required, users can manually
retrieve the latest payment information at any time, by selecting the Update Payment Status option.
Initiating this action will retrieve the latest payment status directly from the RPA system and refresh
the information displayed.

&~ O 0 [@ Print & Process Failed Remittances £ RPA Log i Update Payment Status | Automate ~~  Fewer options

Payment Number Transaction Date Vendor ID Transaction Amount  Status Status Update Time Remittance Sent Remittance Error Local Remittance
RPAODOOOOS 8/19/2026 10:42 AM V00020 3.00 Pending 8/19/2026 10:42 AM Vendor has no email address c... Yes
RPAQOQOQO7 8/19/2026 10:26 AM 10000 200 Pending 8/19/2026 10:26 AM Yes
RPAQOO0006 8/19/2026 9:49 AM 20000 1.00  Pending 8/19/2026 9:49 AM No

By default, when the page opens, filters are applied to the Status and Transaction Date columns. The
data displayed can be adjusted to review payment information by adding or removing filters.

Once the desired data is present, the information can easily be exported to excel by selecting the Share
option located in the upper right corner of the page. The list can also be printed by selecting the Print
option on the page.

n

RPA Payment Status 0o

M

@ L B [@ Process Failed Remittances 1] RPALog 4 Update Payment Status Automate ~~  Fewer options -pe |7

€ Open in Excel
Payment Number Transaction Date 4 Vendor ID Transaction Amount  Status Status Update Time Remittance Sent Remittance Erfor

o B Editin Excel

RPAO000008 8/19/2026 10:42 AM V00020 3.00 Pending 8/19/2026 10:42 AM Vendor has

RPAQODO0O7 8/19/2026 10:26 AM 10000 200 Pending 8/19/2026 10:26 AM i Share to Teams
RPAO0D0006 8/19/2026 9:49 AM 20000 1.00 Pending 8/19/2026 9:43 AM @ Copy link
RPAO000005 8/19/2026 8:55 AM 10000 1.00 Pending 8/19/2026 8:55 AM Yes
RPA0000003 8/18/2026 3:40 PM 40000 1.00  Pending 8/18/2026 3:40 PM Yes

12
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Automated Remittance

Emails regarding payments being processed will be sent by either the ERP or the payment provider.
Remittance emails will vary in content and appearance depending on the system sending the email.

The switch that determines where the email will come from is located on the vendor card in the RPA

section.
RPA
Disable Qutsourced Payments @ Local Remittance @ |
RPA TIN Match Validation Code Invalid Ready For Payments [ o]

Automated Remittance Sending (Local)

On the Vendor card, there is a specific setting called Local Remittance. This setting determines if the
remittance information will come from the local network or the payment provider. This option is
enabled by default, meaning that whenever a payment is sent to the RPA system, the ERP system will
automatically generate and send an email (if turned ON) with the payment information to the vendor.
On the RPA Payment Status page, the Remittance Sent column will have a check mark in the box
showing the email was sent to the vendor. If the email notification (from the ERP) is not sent for any
reason, this box will stay unchecked, and the system will display a message in the Remittance Error
field with additional information.

€ RPA Payment Status O o

B O B @ print [ Process Failed Remittances  £] RPALog  3* Update Payment Status Automate v Fewer options 8 v

nce
Payment Number Transaction Date ¢ ¥ Vendor ID Transaction Amount  Status ¥ Status Update Time | Sent | Remittance Error | Local Remittance

B0100027 8/19/2026 9:23 AM V00440 1.00 Pending 8/19/2026 9:23 AM No

80100026 8/19/2026 9:23 AM V00440 1.00  Pending 8/19/2026 9:23 AM No

Once the remittance error information has been addressed, the remittance payment can be sent by
selecting the relevant record and clicking the Process Failed Remittances button (Reference the
screenshot below). This action will trigger the system to generate and send the remittance email to the
vendor.

The RPA Payment Status page also contains a Local Remittance column, which will show if the
remittance Email was sent locally (ERP system). A Yes will be displayed in the column.

€ RPA Payment Status [ = |
H~ O B [& Print  |E& Process Failed Remittances | ] RPA Log +# Update Payment Status Automate ~ - ® Y 9
Payment Vendor Transaction Status Update Remittance Local
Number Transaction Date { W D Amount  Status W Time Sent Remittance Error Remittance
RPAQO0000D... : 8/19/2026 825 AM V00020 200 Pending 8/19/2026 8:25 A... Yes
RPAQDO0QQO... 8/19/2026 8:16 AM V00020 1.00  Pending 8/19/2026 8:16 A... Yes
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Automated Remittance Sending (Provider)

If the Vendor card, Local Remittance switch is set to the Left (OFF), the Payment Provider will send the
email notification to the vendor. The RPA Payment Status, Remittance Sent column will NOT have a
check mark in the box showing the Email was sent to the vendor and the Local Remittance column

will display a No in the column.

€& RPAPayment Status
@~ O B B8 print [ Process Faled Remittances [ RPALog  # Update Payment Status Automate ~+  Fewer options
femittance
Payment Number Transaction Date § W Vender ID Transac tion Amount  Status W Status Update Time: Sent Remittance Error
80100027 I 8/19/20269:23 AM V00440 100 Pending £/13/2026 9:23 AM
B0100026 £/19/2026 9:23 AM V00440 100  Pending £/13/2026 9:23 AM

User Permission Update

Users that process payments will need to have their user profile updated to include the RPA
PermissionSet (User) or RPA Admin Permission (Admin). Navigate to the User Card by opening a
search window and entering User in the search field and select enter. Select the user requiring the

update from the list.

= Users
Users: Al -~ &~ L O + New
User Mame T Full Name
KMCKINNEY : Keith McKinney
MSWANSON Monica Swanson
RSPURLOCK Ricky Spurlock

Manage Process  Mavigate

Status

Enabled

Enabled

Enabled

More options

Authentication Email
kmckinney@sourcetech.com
mswanson@sourcetech.com

rspurlock@sourcetech.com

Once the User card opens, select Manage, then select New Line, and on the new line select the 3 dots

in the Permission Set field.

User Card

Keith McKinney

@ =

User Permission Sets
2 Delete Line @5 Permissions

Permission Set T Description
—
5[ B
D365 ACC. PAYABLE Dynamics 365 Account...
D365 BACKUP/RESTORE Backup or restore data...
D365 BACKUP/RESTORE Backup or restore data...

Company 1

CRONUS USA, Inc,
CRONUS USA, Inc.

Marketing

Authentication Status

Extension Name

Base Application
System Application

System Application

Active

Permission Scope

System
System

System

&S
El

‘E' Effective Permissions 1 Send Email  0f Sent Emails Meore options
General Show more
User Name ‘ KMCKINNEY | Contact Email kmckinney@sourcetech.com
Full Name Keith McKinney Microsoft 365
Status ‘Amve “ | Authentication Email kmckinney@sourcetech.com

109953 Rev C
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The Permission Set lookup list will appear, click on the spy glass, and enter RPA in the se

arch box.

Permission Set Lookup = J X
| RPA x|
Q. Permission Set T Q. Name QL Extension Name Q. Scope T
— RPA ADMIN PERMISSION RPA Admin Permission... Robotic Payments Automator System
RPA PERMISSIOMNSET RPA User Permissionset  Robotic Payments Automator System

“ ca n cel

The RPA Permission Set and the RPA Admin Permission will appear, select the desired Permission Set

and click the OK button, the update box below will appear, Select Yes.

Your change might update related records, which can take a
while. Do you want to continue?

No

Yes ‘

The selected Permission Set will appear in the user card. If the user works on multiple co
make sure the Company field is blank.

mpanies

&

User Permission Sets = New Line  #x Delete Line 85! Permissions

Permission Set

t

Description

Company T

Extension Name

Permission Scope

D365 BUS PR... Dyn. 365 Prem. ... Base Application System
D365 READ Dyn. 365 Read a... Base Application System
EXCEL EXPO... D365 Excel Exp... System Application System
LOCAL Country/region-... Base Application System
LOGIN Login access System Application System
SECURITY Assign permissi... System
SUPER This role has all ... System
TROUBLESH... Troubleshoot To... System Application System
— RPA PERMISS... RPA User Permis... Robotic Payments Automator System

¥  « G

109953 Rev C
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RPA Batch

The Payment Journal batch requires RPA Batch be selected (Check marked). Place a checkmark for
each journal that is included in the RPA process.

= Payment Journals " Saved | R
je) + New BB Editlist [ Delete Home [if Post |« General Journal Report More options AT
I# Edit Journal 58
Copy Copy
Tax Allow Allow Sug... to
Bal. Account Bal. Account Posting No. Setup Tax Pay. Bala... Post... RPA
Name T Type Mo, Mo, Series Series Reason Code to Inl. Diff... Exp. Am Inl. Batch
= ! Bank Acco.. CHECKING GINL-PMT O O O O
GENERAL Bank Acco...  CHECKING GINL-RCPT O O O O O
PMT REG Bank Acco...  CHECKING GINL-PMT O O O O
REJECT Bank Acco...  CHECKING GINL-PMT O O O O
TEST G/L Account GINL-PMT O O O O
TESTNS Bank Acco...  CHECKING GINL-PMT O O O O
VOIDED Bank Acco... CHECKING GINL-GEN O O O O

The RPA system requires unique document numbering. The No. Series within the Payment Journal
may need to be updated to define the number sequence.

To access the No. Series info, from the Payments Journals select the journal name, then click on the
No. Series. and select the Open full list.

CRONUS USA, Inc. |

Finance~  Cash Management  Sales.~  Purchasing  Shopify- | All Reports

Payment Journals:  All ~~ ,O -+ New [6] Delete  EE EditList Home @T Post ~  General Journal Report

Name T Description 'IE':;:ECDUM Bal. Account No. Z:;:Zg e Reason Code

CASH Cash receipts and payments G/L Account 18200 RPA DOCUMENT

GENERAL GENERAL G/L ACCOUN gpa DOCUMENT

PMT REG Bank Reconciliation Bank Accou RPA Documents

RPAREJECT RPA Rejected Batch G/L Accour

RPAVOIDED RPA Voided Batch G/L Account

Once the list appears make updates the Starting No. and Ending No. and the Implementation as
required to ensure the payment numbers will be unique.

€ No. Series
dH~ L B —+ New EREditlist [ Delete M Lines BmRelationships [0 Show All |~ Actions ~~  Automate ~~  Fewer options
Allow
Default Manual Date Gaps in
Code t Description Starting No. Ending No. Last Date Used Last No. Used Nos. Nos. Order Nos. Implementation
—  GINL-PMT Payment Journal PRAD00000001 PRAS99999999 4/20/2026 PRAD00O000198
GJNL-RCPT Cash Receipts Journal G02001 G03000 _ _ Normal
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When working in any Payment Journal, users can create or import payment information for any vendor

whether they are integrated with RPA (RPA vendor) or not (Local vendor). Any Journal payment line
created, for a vendor that is RPA authorized, will automatically have a checked box for that payment

line. Indicating the payment line will be sent to the RPA and Payment Provider when processed.

€ Payment Journals

Batch Name

RPA
Payme... Pasting Date

- I 8/18/2026
6/1/2027

8/1/2027

2/19/2026
8/19/2026
8/19/2026
8/19/2026
8/19/2026
8/19/2026
8/19/2026
8/19/2026
2/19/2026
8/21/2026

(£ RV ) Manage

[ Post ~ B Renumber Document Numbers

Fewer options

Currency
Code

CASH
Home Prepare  Check RequestApproval Bank Line | Actions ~» Related ~~  Automate
2 Apply Entries... Reconcile € Show Lines with Issues
External
Document Document Document  Account Recipient Bank
Date Type Document No. No. Type Account No. Account Description
8/18/2026  Payment RPAO0CO001 Vendor 10000 Fabrikam, Inc.
6/1/2027 Payment RPAQ000002 Vendor 10000 Fabrikam, Inc.
6/1/2027 Payment RPA0000005 Vendor 10000 Fabrikam, Inc
8/19/2026 Payment RPA0O00006 Vendor 20000 First Up Consultants  _
8/19/2026 Payment RPA0000007 Vendor 10000 Fabrikam, Inc
8/19/2026 Payment RPA0000008 Vendor Vo020 Tony Test Vendar
8/19/2026  Payment RPADO00009 Vendor V00010 AL QRENA
8/19/2026 Payment RPAQO00010 Vendor V00020 Tony Test Viendor
8/19/2026  Payment RPAQOQOO12 Vendor V00010 AL QRENA
8/19/2026  Payment RPAQ000013 Vendor V00010 AL QRENA
8/19/2026  Payment RPAQ000014 Vendor V00010 AL QRENA
8/19/2026 Payment RPA0000015 Vendor Vooo10 AL QRENA
8/21/2026 Payment RPA0O00016 Vendor 10000 Fabrikam, Inc

Payment
Method
Code

RPA
ACCOUNT
RPA
ACCOUNT
ACCOUNT
ACCOUNT

Payment
Referen.. Amount

3.560.00
207113
1.00
1.00
2.00
3.00
1.00
1.00
1.00
1.00
1.00
2.00
0.00

RPA Statu
Pending
Pending
Pending
Pending
Pending
Pending
Pending
Pending
Pending
Pending
Pending
Pending

Vendors that require local payment processing can have their Vendor Card updated by selecting the
Disable Outsourced Payments switch, setting it to the right (OFF). Any journal entries created for the
vendor while the switch is set to OFF will be processed manually.

Vendor Card

10000 - Fabrikam, Inc.

Home  Request Approval MNew Document  Vendor

& Contact a3 Merge With... ) Apply Template

RPA

Disable RPA Payments

The system recognizes several RPA statuses for payment.

Pending: The payment line has been successfully sent to the RPA system.
Accepted: The payment provided was received.
Completed: The payment has been fully processed in the RPA system and can be posted.

Rejected: The payment has been Rejected by the Payment provider.

Voided: The payment submitted was Voided (cancelled) by the Payment provider.

109953 Rev C
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Review these statuses to track the payment’s progress through the process and to know when further
action might be required.

Rejected and Voided

Authorized users need to define which payment journals; they will be used for transactions that are
Rejected or Voided by the RPA system. To do this, go to the RPA Setup page and navigate to the Journal
Settings group. Click the down arrow to view the options for payment lines with a status of Rejected
or Voided, assign the journal name. Creating these journals ensures that when the system encounters
a Rejected or Voided transaction, it automatically moves them to the correct journal for further review
and manual processing.

RPA System Connection Show more
Joumal Template

Base URL Name t W Name T Description | """"" |

Client ID - PAYMENT RPAREJECT RPA Rejected Batch | &M |

Journal Settings

+ New Show details Select from full list

RPA Rejected Payment Batch RPAREJECT -\f ‘ RPA Voided Payment Batch RPAVOIDED v

18
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RPA Vendor Payment Lifecycle

Navigate to the Payment Journals screen (Payment Journals is a sub selection under the Cash
Management heading) and select the desire journal.

Note: Several columns will populate by default, but can be edited if required.

When creating a new payment journal line, start by setting the Posting Date (1) and Document Date
(2). These will default to the current date shown in the My Settings but can be adjusted as needed.
Document Type (3) is defaulted with Payment, no need to change. Enter Document No. (4), which
can be automatically generated by the system if a series number is assigned to the template you are
using. View the No Series for the Journal selected.

Set the Account Type (5) defaults is to Vendor and select the appropriate vendor in the Account No.
(6) field. Choose the Payment Method Code (7) for this transaction and enter the payment Amount
(8). Next, for the Bal. Account Type (9), select Bank Account and then specify the Bank Account No.
(10) associated with the vendor.

Payment Journals

Batch Name CASH

B~ Manage Home  Prepare Check Request Approval Bank Line | Actions ~~  Related ~~  Automate ~~  Fewer options

lﬂ[ Post |~ ¥ Renumber Document Numbers %’] Apply Entries... Reconcile ° Show Lines with Issues

7
1" 2 3 [ Payment 9 10
RPA 1 Document Document 4 Account 6 Method 8 Bal. Account Bal. Accoun
Payme... Posting Date | Date Type Document No. Type Account Na | Description Code Amount RPA Status Type No.
8/18/2026  8/18/2026 Payment RPAO00000T | Vendor 10000 Fabrikam, Inc. RPA 3,560.00  Pending Bank Acco... CHECKING

Several fields such as Posting Date, Document Date, Document Type (which should be set to
Payment), Document No, Account Type, and Bal. Account Type may already be defaulted by the
system to simplify the workflow.

Before proceeding, verify that the RPA (11) Check Box is populated. This mark confirms that the
payment line is designated to be sent to the RPA and Payment Provider for processing.

Once you have added the payment line(s), the next step is to click Post/Print > Send Payment to RPA.
After doing this, wait a few seconds as the system processes the payment(s), performs all necessary
vendor checks, and sends the transaction data to the RPA system.

Payment Journals

Batch Name

@O~ B Manage

@ Post ~ | B Renumber

@T Post

i Send Payment to RPA
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109953 Rev C



Dynamics BC RPA User Guide

When the payment transaction(s) are successfully created in the RPA system, a corresponding record
is automatically added to the RPA Payment Status table, the RPA Status for the payment is initially set
to Pending. Make sure to verify that the payment line’s status updates to Pending, confirming that the

payment is now being processed.

RPA Payment Status

& LB [& Print  [& Process Failed Remittances  {] RPALlog 4 Update Payment Status Automate ~~  Fewer options

Remittance
Payment Number Transaction Date ¢ W Vendor ID Transaction Amount  Status W Status Update Time Sent

B0100027 8/19/2026 9:23 AM V00440

V00440

1.00 Pending 8/19/2026 9:23 AM

B0100026 8/19/2026 9:23 AM 1.00  Pending

8/19/2026 9:23 AM

Remittance Error

This step ensures that your payment is properly submitted and tracked through the workflow.

Until the RPA system marks the line as Completed, the line cannot be posted. Scheduling a Job Queue
(RPA Update RPA Payment Status) to run automatically approximately every fifteen minutes will
retrieve the latest status from the RPA system and update the lines accordingly. See Job Queue next

page.

If a status updates to Rejected or Voided, the payment will automatically move to those journals

assigned per the RPA Setup > Journals Settings. See Rejected and Voided.

Payment Journals

Batch Name |BATCH01

&~ 0 Manage Process  Post/Print  Prepare  Check  Request Approval  Bank  Line ‘ Actions ~»  Related ~~  Automate *»  Fewer options
Document Account Account Payment Method Bal. Account Bal. Account
RPA Posting Date Document Date Type DocumentNo.  Type No. Description Code Amount RPA Status Type No.
s 1/23/2026 | 1/23/2026 Payment B0100001 Vendor V00440 LD BANK 122.00 | Pending Bank Acco.. CHECKING
1/2372026 1/23/2026 Payment B0100002 Vendor V00440 LD BANK 147.29 | Pending Bank Acco...

When sending payments to the RPA users will receive multiple informational messages
processing of payments.

For a payment made to a vendor successfully the below messages will appear.

during the

You are about to send and register the filtered payment(s) to RPA.
Do you want to proceed?

® Payment(s) successiully sent and registered in RPA

"ok

Answer Yes to the “Do you want to proceed?” popup.

109953 Rev C
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For a payment made to a vendor found on the OFAC list, the below messages will appear.

First the OFAC Payment override screen will appear.

OFAC Payment Override List =i B% Edit List = /S X
Ao
Vendor No. T Document Mo, T Vendor Name Amount | Faymnent
= VD)0 :  RPADDDOOSS AL QREMNA 1.08

Note: Allow Payment is not checked.

Second the payment blocked message will appear.

One or more payments failed to send to RPA. Please review the
Error Messages log for more details.

The error message will be displayed stating the vendor is on the OFAC and the Payment is blocked.

Error Messages

@ L B Home

v Accept recommended action B8 Hide fixed errors

Description

Payments made to vendors known to be on the OFAC list that have the override switch active will see
the below messages when making payments.

First the OFAC Payment override screen will appear.

OFAC Payment Override List FEp B Edit List = /S %
il
Vendor Ne. T Decument Mo, T Wersdor Marme Amount | Payment
= V0010 :  RPADDOOOSS AL QRENA 1.06

Note: Allow Payment is checked.
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Second the payment successful message will appear. Stating the vendor is on the OFAC list, but

payment is allowed because the override is applied.

®

Payment(s) successfully sent and registered in RPA. However,
note that one or more vendar(s) are on the OFAC list, but
payment processing was allowed because an override has been
applied. Please review the Enor Messages log for maore details.

Note: Any vendors or payments recognized for OFAC will appear in the available OFAC reports.

RPA Log

The RPA Log contains all the RPA related transactions and validations for vendors and payments. The
amount of history data contained in the log is dependent on how long the log was set to record data.
See RPA Setup, The RPA Log length. Below is a screenshot of sample data contained in the log. The RPA

log is very useful in troubleshooting vendor and payment issues.

RPA Log

@ L B

Entry No. |
1531
1530
1529
1528
1527
1526

1525

Y Filter by Req; P B Clear se Filters £ Clean Log Automate s Fewer options
HTTP
Request Timestamp UserID Vendor No. Method Endpoint URL
1 8/19/2026 10:32 AM KMCKINNEY  ¥00290 POST
8/19/2026 10:32 AM KMCKINNEY V00030 POST
8/19/2026 10:32 AM KMCKINNEY CIELLOSINC ~ POST
8/19/2026 10:30 AM KMCKINNEY V00290 POST
8/19/2026 10:30 AM KMCKINNEY GET htps;//paydev.sourcetech.com/api/v1/Test
8/15/2026 10:30 AM KMCKINNEY POST https://paydev.sourcetech.com/Token
8/19/2026 10:30 AM KMCKINNEY V00290 POST

Status Code

200

200

200

200

200

200

200

Suc

Request Body
['1d":"V00290","Name":"AL QRE...
[{'1d":"V\00030" "Name":"AL QRE..
[{"1d":"CIELLOS INC"."Name":"Ciel...
[{"1d":"V00290","Name":"AL QRE...
grant_type=client_credentials&l...

[{"1d":"V00290","Name":"AL QRE...

0 =

B
<

Response Body
[{"Validatorld":"ADRS","ValidatorName":"
[{"Validatorld":"ADRS","ValidatorName":"
[{"Validatorid":" ADRS","ValidatorName":"

[["Validatorld":" ADRS","ValidatorName":"

3

Sma

Sma

sma

Sma

{"connection™;"OK","database":"OK", "dotNet'

{"access_token"

[{"Validatorld"" ADRS","ValidatorName":"

sma
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Job Queue

In Dynamics BC, a Codeunit is a reusable container for code (functions/procedures) that implements
specific business logic, acting like a toolbox for tasks not tied directly to pages or tables, used for
background processes, data manipulation, or APl endpoints. A job queue can be created to run a
recurring task or report.

Codeunits can be used to schedule periodic updates to information. The prefix RPA has been applied
to all RPA codeunit object names. For example updating the OFAC status of a vendor and/or updating
the transaction status of a RPA payment, the names RPA OFAC Validation and RPA Update RPA
Payment Status would be the name to find in the Job Queue Entries list.

Navigate to Job Queue Entries to review a list of the currently created queues.

Job Queue Entries  Saved 0 =
@&~ O B B® EditList (il Delete S View | Set Statusto Ready | P Restart ] LogEntries 3% Run once (foreground) | Il SetOn Hold| @ Show Eror -+ [CERTEN-

Object Type Object ID to Job Queus Sess.. Earliest Start Recurring between
to Run

Status. User D Run  Object Caption to Run Description Category Code  Priority Start..  Date/Time Sehed..  Job Runs

Ready RSPURLOCK. Codeunit 1350  Telemetry Management Normal 8/26/2026 12:07 AM 1440
Ready RSPURLOCK Codeunit 461  Job Queue Cleanup Tasks Normal 8/26/2026 12:07 AM 1440

Selecting an entry and clicking on the Edit option will open the entry card and allow for review and
updates. When a job queue is selected for edit, the job must be Set On Hold before updates can be
administered. Once all updates are in place, save the changes and click the Set Status to Ready.

To create a job queue entry, click +New. On the page that appears, in the General section, click on the
down arrow in the box to the right of the Object Type to Run. Select either Report or Codeunit,
depending on the type of Job Queue being created.

The example steps below have Codeunit selected for the Object Type to Run.

Job Queue Entry Card g + i Not saved =
Codeunit - 0

Home  Job Queue ‘ More options

B Set Status to Ready Il Set On Hold P Restart 3% Runonce (foreground) & Show Error

General Show more
Object Type to Run |C0deunit v | Earliest Start Date/Time ] i ’ i i
Object ID to Run Report Job Timeout l 12 hours ‘
Object Caption to Run Status On Hold

Description , |

Then click on the three dots in the Object ID to Run field.

Note: This list will vary depending on whether Report or Codeunit was selected.
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Job Queue Entry Card = =+ T + Saved |
Codeunit - 0

Process  Job Queue Automate ~  Fewer options

General Show more

Object Type to Run |C0deunit o ‘ Earliest Start Date/Time | ‘

| o - “Job Timeout |1?_ hours ‘

Object Caption to Run Status On Hold

Description | ‘

On the page that appears, select the search option.

Objects P = /
||Sea rch
Dt Object Caption
- 2 General Journal - Test

4 Detail Trial Balance
5 Receivables-Payables
T Trial Balance/Previous Year
9 Trial Balance/Budget (Obsolete)

1 G/L - Tax Reconciliation

12 VAT Statement

All the existing objects will appear in the Search option window enter RPA to get a listing of RPA related
items.

Objects P~ = / X
RPA X ‘l
Qip Q. Object Caption
= 9621 DesignerPageld
73330575 RPA Clear RPA Log
73330576 RPA Clear Payment Status
73330577 RPA GenlournalLineSubsc

Once an object is selected, select the OK.
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The setup screen for the selected codeunit will appear. Populate the fields as required to achieve the

desired response.

Run on Thursdays
Run on Fridays

Run on Saturdays

Run on Sundays

Job Queue Entry Card & =+ T + Saved g
Home  Job Queue ‘ Moare options
B Set Status to Ready Il Set On Hold P Restart %8 Runonce (foreground) € Show Error

General Show more

Object Type to Run Codeunit Earliest Start Date/Time 9/17/2026 11:44 AM

Object ID to Run 73330583 Job Timeout 12 hours

Object Caption to Run RPA Update RPA Payment Status Status Ready

Description Update RPA Payment Status

Recurrence

Recurring Job MNext Run Date Formula

Run on Mondays Starting Time 3:00:00 AM

Run on Tuesdays Ending Time

Run on Wednesdays Mo. of Minutes between Runs 15

Inactivity Timeout Period

Finally, to schedule/activate the job queue, click Set Status to Ready.

109953 Rev C

25



Dynamics BC RPA User Guide
OFAC Reporting

Every time a payment is sent to the RPA, an OFAC check/verification is performed on the vendor to be
paid. Vendors found to be on the OFAC list are not to be paid using the RPA. Doing business with
anyone on the list is illegal and can result in severe penalties.

An OFAC Report can be generated by navigating to the Vendor Validation screen and selecting the Run
OFAC Entries Report.

Run OFAC Entries
Report

After clicking the button, the following screen will appear.

OFAC Entries Report . X
Printer | (Handled by the browser), o |
Report Layout OFAC Entries Report El

Filter: OFAC Entry

—+ Filter...

Advanced >

‘ Send to... H Print H Preview & Close H Cancel ‘

Report information can be updated by selecting the Filter or Advanced option. Unless updated the
report will default print to the printer defined in the users browser.

Below is an example of a report created by clicking the Print option.

. Page 1 0of 1
OFAC Entries Report oam00s
Company Name: CRONUS International Ltd.
Address: 7122 South Ashford Street, Atlanta, GA 31772 Keith McKinney
Contact: Adam Matteson  +1 425 555 0100
Company Name Address. ContactName | ContactPhone | Contact e-mail T"'“""’“".r "“"'"".r D:'I orl ml Value in USD T“‘*"’" ""I o | Transaction Date | Payment Type

AL QRENA La0t crane st Site & 123ase78e [k ONOFAC | Payment 0812012026 3| Payment Ovenida 8028

AL ORENA e saap” 1234s7m0 | ores@seure=eeh | oy opag | payment oa/20/2026 2| Payment Blocked ai10/2026 Check

AL QRENA A rante ot Suie A 12346780 [Siokes@eourcetech. | oy opac | payment 08202026 N[ Vender Blocked 082012026 N
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Clicking on the Send to... option will allow for the report to be created in the formats listed below.

@ Choose file type...

@® PDF Document

() XML Document

) Microsoft Word Document

() Microsoft Excel Document (data and layout)
() Microsoft Excel Document (data only)

() Schedule...

Ca ncel

The report can also be scheduled by clicking on the Schedule option and populating the fields as
required.

Schedule a Report - OFAC Entries Report 7 X

Report ID 73330575

Report Name OFAC Entries Report

Description | |

Report Output Type |PDF o |

Printer Name

Next Run Date Formula | |

Earliest Start Date/Time | | E|

Expiration Date/Time | | EI
(o |

Hovering the cursor over the name of a field will provide additional information for that field.

Expiration Date/Time ‘ ‘ El

Expiration Date/Time

Specifies the date and time when the job queue entry is to expire, after which the job queue entry will not be run. The format for the date
and time must be month/day/year hourminute, and then AM or PM. For example, 3/10/2021 12:00 AM.

‘ @J Ask Copilot F

Once a report has been scheduled, the report will be saved in the Report Inbox location.

Vendors found on the OFAC Entries Report can be double-checked by going to the website: (Office of
Foreign Assets Control: Sanctions List Service) and entering the required information to confirm.

Vendors found on the OFAC are to be reported to the government and may need additional
information provided, see the website: OFAC Reporting System | Office of Foreign Assets Control for
the information required.
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Contact Information

Source Technologies Tech Support
11401A Granite Street, Charlotte, NC 28273
1.800.922.8501

www.sourcetech.com

109953 Rev C
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Appendix A: Vendor Validation
Vendor Validation Overview

Vendor Validations (Address, TIN, & OFAC) are performed independently in Dynamics BC. The
validations aid in making sure the system information is accurate for making payments to vendors.

Check What it Verifies Source

Address | The vendor’s mailing address is real and

Validation | deliverable Smarty

TIN The vendor’s Tax ID Number matches IRS

Matching | records. Internal Revenue Service (IRS)

OFAC

. The vendor is not on a US sanctions list US Treasury Department (OFAC)
Screening
Vendor Submitted
1
Address Validation (Smarty) TIN Matching (IRS) OFAC Screening (Treasury)
Validates mailing address Validates Tax ID + Name Checks sanctions lists
1
Combined Validation Results (each check returns OK, WARNING, or ERROR)
Key Points

« Each vendor can have multiple locations, each with its own address(es) and Tax ID.

« Eachlocation’s address is validated individually.

« Each individual location /s TIN is validated.

«  OFAC screening checks all the vendor name /s, location name /s, addresses, Tax IDs, and
contact name /s.

« Anyindividual check can be skipped for a specific vendor if configured (via excluded
providers).

Address Validation (Smarty)

Address validation confirms that a vendor’s physical mailing address is a real, deliverable U.S. postal
address. It uses the Smarty Address Validation API to verify the information.

Field Sent Example
Street Address (Line 1) 123 Main Street
Secondary Address (Line 2) Suite 400
City Washington
State DC
ZIP Code 20001
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Smarty Possible Results

Result What it means What to do
Address confirmed — Smarty found the address
OK and confirmed it is a valid delivery point (DPV
confirmed).

No action needed. The address is
valid.

Review the address for typos or
missing information (apartment
number, suite, etc.). Correct and
resubmit.

Verify the address with the vendor.
The address may be incorrect, a P.O.
Box that was entered incorrectly, or
a non-U.S. address.

Address has issues — Smarty found a partial
WARNING | match or multiple possible matches. The
address may be incomplete or ambiguous.

Address not found — Smarty could not locate
ERROR | the address at all, or the city/state/ZIP
combination is invalid.

Common Smarty Match Codes

Code Status Meaning
31 OK Address found — Delivery Point Validated (DPV confirmed)
00 WARNING Multiple addresses found — the input is ambiguous
01 WARNING Address not found in USPS database
02 WARNING Invalid city/state/ZIP combination

« Only U.S. addresses are supported, international addresses will return an error.

« Address results are NOT cached; every validation makes a live call to Smarty.

« The system sends addresses exactly as entered; it does not auto-correct typos before sending.

« If Smarty is unavailable (outage), the result will be an ERROR with a message asking the user
to contact tech support.

« Each address on a location is validated independently; one bad address does not affect
others.

TIN Matching (IRS)

TIN Matching verifies that a vendor’s Tax Identification Number (TIN) and business name
combination matches what the IRS has on file. This ensures the vendor is a legitimate, registered
taxpayer.

ATIN can be either:

« EIN (Employer Identification Number) — used by businesses (e.g., 12-3456789)
«  SSN (Social Security Number) — used by individual contractors (e.g., 123-45-6789)

Field Sent Example
Tax ID Number (TIN) 123456789 (9 digits)
Business/Individual Name Acme Corporation
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submitted.

Result IRS Code What it means What to do
OK — Match 0 The name and TIN combination No action needed.
matches IRS records.
OK - SSN Match 6 Matched asa Spaal Security No action needed.
Number (individual).
Matched as an Employer .
OK~EIN Match / Identification Number (business). No action needed.
OK - Both Match 8 Found in both SSN and EIN No action needed.
databases.
ERROR — TIN Invalid . Thg TIN is missing or is not a 9- Ver{f){ theTIN is a valid
digit number. 9-digit number.
ERROR —-TIN Not The TIN has never been issued by | Confirm the TIN with
2
Issued the IRS. the vendor.
N Verify both the name
ERROR - No Match 3 The name and TIN combination | o i\ with the
does not match IRS records.
vendor.
ERROR — Invalid 4 The request format was invalid. Contact tech support.
Request
ERROR - Duplicate 5 The same request was already Wait and check

existing results.

Limiting Rules

Rule

Details

Maximum failed attempts

After 2 failed or pending requests for the same TIN number or
the same business name within a 96-hour window, the
system automatically suspends further attempts.

Suspension period

96 hours (4 days) from the most recent failed attempt.

What counts as “failed”

Any result other than a successful match (codes 0, 6, 7, or 8).
Pending requests also count toward the limit.

Caching of successes

A successful match is cached for 15 days. During this period,
no IRS call is made for the same TIN + name combination.

Notes:

After 2 failed attempts, the TIN is locked for 96 hours.

TIN results are cached for 15 days. To force a fresh IRS call, you must use a different TIN or
name, or wait for the cache to expire.

TIN validation happens per location, not per vendor.
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OFAC Screening (US Treasury)

OFAC Screening checks whether a vendor, its contacts, or its locations match any entry on the
Specially Designated Nationals (SDN) List maintained by the U.S. Treasury Department’s Office of
Foreign Assets Control. Doing business with anyone on the SDN list is illegal and can result in severe

penalties.

Data Checked

Example

Where It Comes From

Vendor Name

Acme Corporation

Vendor record

Location Name

Acme East Coast Office

Each vendor location

Business Name (TIN Name)

Acme Corp

Each vendor location

Tax ID Number

123456789

Each vendor location

Full Address

123 Main St, Suite 400,
Washington, US

Address for each location

Contact Name John Smith Each additional contact
Contact Email Domain acme.com (ext‘racted from Each additional contact
email)
What the SDN List Contains
Field Description
Name Primary name and aliases (alternate spellings)
Type Individual, Entity (company), Vessel (ship), or
Aircraft
Programs Sanctions programs (e.g., IRAN, SDGT, North Korea)
ID Numbers Passport numbers, Tax IDs, National IDs
Dates of Birth For individuals
Addresses Known addresses and locations
Nationality Country of citizenship
Remarks Additional notes from OFAC
Possible Results
Result What It Means What To Do

OK

No meaningful match found
on the SDN list.

No action needed.

WARNING - Potential Match

A possible match was found
(score 90-94).

A compliance officer must
review the match details.

ERROR - High-Confidence
Match

A high-confidence match was
found (score 95+).

Vendor should be blocked
immediately. Compliance must
investigate.

WARNING - Stale Data

SDN list data is more than 24
hours old.

System should refresh SDN
data. Contact tech support if
persistent.
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Confidence Score

Score Range Results Meaning
95 - 100 Error (Auto-Block) Very high likelihood of a stanctlons r'natch.Ve'ndor
should be blocked pending compliance review.
90 - 94 Warning (Manual Review) Possible match. A compllan.ce officer must review
and decide.
Below 90 OK (Pass) No meaningful match was four.wd.The vendor
passes OFAC screening.

Understanding the Jaro-Winkler Score

The system uses the Jaro-Winkler algorithm, which is the OFAC-recommended standard for name
matching:

Score Interpretation Example
100 Identical "John Smith" vs. "John Smith"
96 - 99 Extremely similar — likely the same name "John Smith" vs. "John Smithe"
92 -95 Very similar — could be the same name "John Smith" vs. "Jon Smith"
90 - 91 Similar — should be reviewed "John Smith" vs. "John Smyth"
Below 90 Not similar enough to flag "John Smith" vs. "Jane Stewart"

Match Detail Fields

Field Description Example
Confidence Score How similar the match is (0 - 100) 97
Match Type How the match was found Exact, Phonetl'c, Fuzzy, or
Inversion
Matched Field Which SDN field matched Name, ‘Address, b Number,
Location, or Date of Birth
Search Term The vendor data that triggered the match “Acme Corporation”
SDN Entry Details The sanctions list entry that matched Name, prog;le;;r;z,sentlty type,
OFAC List Version Timestamp of the SDN list used For audit purposes

« The SDN list contains ~15,000+ entries. Matching is computationally intensive but
optimized with indexes.

« Scores of 90+ are flagged. Test with names similar to (but not identical to) known SDN
entries to verify matching sensitivity.

« Name order doesn’t matter.“Smith John”and “John Smith” will both match.

« Numbers are scored more strictly. Tax IDs and other numeric identifiers require a 95+ score
to be flagged.

« The audit trail logs everything. Including “no match” results. This is required for compliance.

« Duplicate searches are prevented. If the vendor name and a location name are identical, the
system only searches once.

33
109953 Rev C




